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“To improve the health of the communities we 
serve through education, biomedical research 
and health care.” 

  The integrated/interactive/interdependent/nature of the 
education, clinical service quality, and research 
missions so fundamental to the overall patient care 
mission of Upstate.  

  The plan for continuous monitoring and improving the 
quality of care and outcomes in each area.  

  Recruitment and retention of staff appropriate to 
provide the planned services. 

  Recommendations, needs, expectations, and level of 
satisfaction of our internal and external customers with 
the programs and services. 

  The quality of the environment to support the health 
care services and assure that planning, direction, and 
coordination of services is carried out. 
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http://www.privacyrights.org/ 5



“A laptop computer containing the names 
and social security numbers of local 

healthcare facility in Central New York, 
including their diagnosis was stolen.” 
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Data 
Regs 
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Protects health information from 
unauthorized access & misuse 

Puts safeguards in place for 
electronic health information 
collected, maintained, used, or 
transmitted. 
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  Focuses on the elements of data quality where 
computerized systems are being used to 
create, modify, maintain, archive, retrieve, or 
transmit clinical data. 
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 What data elements are required for this 
study? 

 Where do the data elements currently 
reside - electronically or in paper?  

  If electronically, what system will need to 
be accessed to get this information? 

 What level of access will be required to 
what system?  

 Will data be input into a spreadsheet or 
database for further analysis and review? 
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 Data entered into IMT managed information 
systems 

 Data entered into spreadsheets/databases 
 Electronic files sent/received through 

electronic mail or file transfers   
  Information stored on media/devices 
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Confidentiality: 
The protection of information 
from unauthorized access & 
disclosure. 
• Passwords to access information 

Integrity: 
The protection of information from 
unauthorized, unanticipated, and 
unintentional modification. 
• Research data – complete and accurate 

Availability: 
The assurance that information 
and services are accessible 
when required. 
• Minimize system disruption 

It is everyone’s responsibility to protect the confidentiality, integrity, 
and availability of electronic patient health/research information. 
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  Total security is unrealistic. 
  Every environment is vulnerable to security 

breaches and incidents. 
  The more complex the environment is, the 

more difficult it is to secure it effectively.  
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  Data integrity protection starts by ensuring 
information entered is appropriate – be 
sure to validate accuracy of input prior to 
entering information. 

  Read and review all output to confirm 
successful input and update of information. 

  Ensure all training requirements have been 
met prior to accessing and using 
information. 
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When we hear of computer disasters they 
usually involve an IMT system that is no longer 
functioning or accessible. 

However, these types of disasters can occur 
right at your own desk or office.  
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  Do not leave CDs, USB Flash Drives, Disks, 
and other media devices out in the open – 
secure these devices in an office, desk, or 
filing cabinet. 

  Ensure all backups and devices storing ePHI 
are properly labeled. 

  Practice good housekeeping with drinks and 
food. 

  Backup ePHI information to network drives 
on a regular basis.  Limit the use of the local 
computer drive. 

  Print electronic information as a secondary 
form of backup to protect against electronic 
loss. 

Protect yourself and your computer access… 
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  Use good judgment when selecting 
passwords. 
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  Document who has remote access to 
information, including why information 
cannot be gathered/accessed when onsite.* 

  ll remote access should be performed 
through a secured and encrypted connection 
(i.e. VPN on an Upstate owned computer, 
Netstorage, RSA Key Fob if required to 
access patient level information). 

  Use of SUNY Upstate assets are “only used 
for business and clinically related work.” 

If information must be accessed from outside of 
Upstate, the same precautions should be used to 
protect research information as if you were onsite. 
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  Physical precautions relate to the physical 
measures put in place to protect buildings and 
equipment from security threats. 

  Physical precautions do not involve just public 
intrusions, but also natural and environmental 
hazards. 

  Physical access could extend to your home, 
vacation spot, or training seminar. 

29 



  Always keep computer screens titled away from 
public areas to protect ePHI. 

  If a computer has been assigned to you, make 
sure it is appropriately secured or turned off 
when you are out.   

  Computers should have password-protected 
screen savers and keyboard locks to secure 
devices when they are idle for a period of time. 

  Practice common sense security by making 
sure desks and offices/doors are locked as 
appropriate. 

  Shred or place any confidential documents in 
shredding containers, including electronic 
media. 

While protecting information encompasses use of user 
accounts and passwords, there are also physical 
components to protecting access as well: 
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  Music and Movie sharing software. 
  Remote access software. 
  Games. 
  Screen savers. 
  Executable files (files that end in “.exe”). 
  Wireless access points. 
  Routers and Hubs. 

C-22  Computer and Information Systems Acceptable Use 

Another source of security problems is software or 
hardware that is installed without approval of the IMT 
department. 

These items can cause serious breaches to the security 
of Upstate’s network and our ePHI. 
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  Always use passwords of devices and media as a 
secondary layer of protection.  (PDA/Blackberries 
should use power on passwords). 

  Ensure a copy of the data is kept onsite at Upstate. 
  When available, use encryption devices and 

technology. (i.e. Kingston - USB encryption; PGP –
laptop encryption; Entrust – File encryption) 

  If devices are used in public places, proper care 
must be taken to avoid the risk of unauthorized 
access. 

  Use common sense (i.e. laptop should not be left in 
a vehicle on a 100+ degree day) 

If information must be taken outside of Upstate 
using portable media the security risks to the 
information significantly increase.  (i.e. theft, loss, 
public access, destruction, environmental 
concerns) 
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  Technical protections are technology rules and 
requirements for ensuring our ePHI is 
adequately secured and validating these 
protection measures are working as 
prescribed.   Some examples include: 
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As a society, we are all very unique and different.  
Everyone has their own style, clothes, food preferences, 
relationships, etc…  The same is true for our computer 
accounts used to access information.   

User identification is a way to identify a specific user of an 
information system, typically by name and/or number.  This 
identification allows Upstate to track specific user activity when 
that individual is logged into a system.  
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  Do not open any unrecognized emails or attachments. 
  If you receive any unrecognizable or suspicious email, 

report it immediately to the IMT Help Desk or the 
Information Security Official. 

  Document any suspicious activity, such as unfamiliar 
programs appearing on your computer. 

  Use the virus protection software to scan attachments and 
other files opened on a computer. 

  Do not disable or remove  the virus protection on Upstate 
computers. 

V-09  Virus/Malicious Software Policy 

All Upstate computer systems have virus 
protection installed to protect the network from 
these harmful programs.  The following tips will 
help you guard against malicious software: 
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Encryption is a method of converting an original message of regular 
text into encoded text by means of an algorithm (type of procedure of 
formula).  The importance of encryption is to scramble information so 
there would be a low probability of someone being able to comprehend 
the information. 

Any transmission sent over an electronic communications 
network, for example email, the Internet, or a web page 
where ePHI information is being requested for entry must 
be encrypted, prior to sending. 
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All systems at SUNY Upstate record all access 
activity to patient information.  Any information 
viewed and accessed using your account leaves a 
digital trail of where you go and what you do.     

Auditing and monitoring access to ePHI is 
performed on a regular basis for compliance with 
regulations, therefore only access information 
needed to perform your research functions. 
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If there is a breach related to research 
information, you MUST report to the Security 
Official. 

Some examples of security incidents include: 
  Using or attempting to use another staff member’s user ID 

and password to gain access to ePHI for research.  
  Leaving a workstation signed on/unattended with access to 

ePHI  
  Writing down or posting passwords on equipment for login 

purposes. 
  Improper disposal of ePHI on CDs or diskettes 
  Theft of equipment housing ePHI 
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“A laptop computer containing the names 
and social security numbers of numerous 

Central NY patients, including their 
diagnosis was stolen.” 

Do you want to be answering reporters 
questions about this and possible violations 

of Federal and NYS Laws? 
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If you have any questions or observe/suspect that security 
of ePHI has been compromised, you must report to the 
SUNY Upstate Security Official at: 

 E-mail:  oreillys@upstate.edu 

 Phone:  464-4093 
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